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To all MDOT Contractors and Suppliers:

The COVID-19 pandemic has caused disruption in many phases of world commerce as the United
States government and the State of Mississippi have put protections in place in an attempt to slow
the spread of the virus. To that end President Trump and Governor Tate Reeves have issued
guidance asking the citizens of Mississippi, and all Americans, to stay at home as much as possible,
avoid gatherings of ten or more people, stay six feet away from other individuals, practice good
hygiene, and other measures to reduce the number of people infected and flatten the infection curve
so that healthcare professionals are not overwhelmed.

However, both the Federal and the State government have recognized the critical importance the
transportation industry bears to the ability of these healthcare workers to access the locations at
which they must perform their critical duties. For this reason governments at the national and state
levels have deemed the work of expediting transportation, as well as the completion and
maintenance of transportation infrastructure, to be essential.

Since it is vital to the citizens of Mississippi and the country at large to be able to rely on our
transportation facilities, we have developed some suggestions to offer in the event that you or your
employees are stopped by law enforcement officials who are enforcing the “stay at home” rules.
Here are some actions you may consider:

1) Fill in the blanks on the letter attached to these documents and distribute copies to all
employees, subcontractors, and suppliers.

2) Stay calm—these are uncertain times, and law enforcement officers are just trying to
execute the duties assigned to them and protect the people in their jurisdictions.

3) Explain that you are working in the transportation industry, deemed essential by
Governor Reeves.

4) Show the law enforcement officer your updated letter which relates your activities to this
essential function.

5) Show the law enforcement officer the highlighted portions of Governor Reeves’s
Executive Order 1463.

6) Follow the directions of the law enforcement officer, even if that means receiving a
citation or ticket, or returning home.

Transportation: The Driving Force of a Strong Economy
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7) Once the situation has ended with the officer, contact the District Engineer of the MDOT
District in which the event took place and describe the chain of events. The District
Engineer will take appropriate measures in an attempt to amicably rectify the problem.

Please feel free to contact the appropriate District Engineer or the State Construction Engineer
with any questions or comments you have at this point.

Sincerely yours,

e

Melinda L. McGrath, P.E.
Executive Director
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[COMPANY LETTERHEAD]

ESSENTIAL TRANSPORTATION EMPLOYEE WORK PERMIT

, [insert employee’s name] is an [employee, subcontractor, or
supplier] of this company and requests permission to travel to and from work sites to further the
essential function of constructing and maintaining travel infrastructure in accordance with the
official guidance document issued by the U.S. Department of Homeland Security and Mississippi
Executive Order 1463.

The business this company is engaged in, constructing and maintaining travel infrastructure, is
listed as one of the critical infrastructure areas providing vital service to the nation as designated
by the U.S. Department of Homeland Security (DHS). In its advisory issued on March 19, DHS
indicated that “if you work in a critical infrastructure industry, as defined by the Department of
Homeland Security, you have a special responsibility to maintain your normal work schedule.”
Attached are relevant excerpts from DHS’s Memorandum on Identification of Essential Critical
Infrastructure Workers During COVID-19 Response.

Further, transportation work was determined to be essential in Governor Tate Reeves’s
Executive Order 1463, which lists transportation activities as essential to the State of Mississippi.
Attached are relevant excerpts from that Executive Order.

It is of extreme importance that workers who make up an essential part of construction and
maintenance of the vital infrastructure of the State of Mississippi be allowed to perform their
duties.

For verification or inquiries regarding the request, please contact our company at
[telephone number]

On Behalf of the Company Date
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EXECUTIVE ORDER NO. 1463

WHEREAS, on March 14, 2020, pursuant to the Constitution of the State of Mississippi and Miss.
Code Ann. § 33-15-11(b)(17), I issued a Proclamation declaring that a State of Emergency exists
in the State of Mississippi as a result of the outbreak of COVID-19; and

WHEREAS, on January 31, 2020, the United States Department of Health and Human Services
Secretary Alex Azar declared a public health emergency for COVID-19 beginning on January 27,
2020, on March 11, 2020, the World Health Organization characterized COVID-19 as a pandemic,
and on March 13, 2020, the President of the United States declared a nationwide state of emergency
due to the coronavirus COVID-19 pandemic; and

WHEREAS, the worldwide outbreak of COVID-19 and the effects of its extreme risk of person-
to-person transmission throughout the United States and Mississippi significantly impact the life
and health of our people, as well as the economy of Mississippi; and

WHEREAS, the risk of spread of COVID-19 within Mississippi constitutes a public emergency
that may result in substantial injury or harm to life, health, and property within Mississippi; and

WHEREAS, on March 11, 2020, the Mississippi State Department of Health confirmed the first
presumptive case of COVID-19 in Mississippi and as of March 24, 2020, there are 320
presumptive and confirmed cases in Mississippi that have tested positive for COVID-19; and

WHEREAS, the Centers for Disease Control (CDC) guidance for responding to COVID-19
recommends avoiding crowds as much as possible, especially for older adults and individuals with
serious chronic medical conditions and Mississippi State Department of Health has recommended
avoiding social gatherings where 10 people or more may come into close contact; and

WHEREAS, the President’s Coronavirus Guidelines for America, as promulgated by President
Donald J. Trump and the CDC on March 16, 2020, called upon Americans to slow the spread of
COVID-19 over a 15 day period by avoiding social gatherings in groups of more than 10 people,
using drive-thru, pickup, or delivery options at restaurants and bars, and avoiding visitation at
nursing homes, among other steps; and

WHEREAS, on March 20, 2020, the Mississippi State Department of Health issued a COVID-19
Update recommending that all restaurants and bars suspend dine-in service in order to help slow
the spread of COVID-19, but not including carryout or delivery orders; recommending that
Mississippi residents not attend funerals, weddings, church services or other community or social
events with expected attendance of more than 10 people, but not including gas stations,
pharmacies, grocery stores, or food marts; and

WHEREAS, on March 16, 2020, in order to minimize risk of possible further transmission of
COVID-19 and related measures, 1 issued Executive Order No. 1458 directing various
governmental entities to review and identify which employees perform essential duties to carry
out the entity’s core functions during the State of Emergency and those employees whose duties
that may not be essential during the State of Emergency. And, where feasible, for the entity to
determine if core functions and duties could be performed by essential employees from home in
order to minimize the interaction and risk of possible transmission of COVID-19 between
employees; and

WHEREAS, the uninterrupted delivery of essential services and functions is vital to infrastructure
viability, critical to maintain continuity of functions critical to public health and safety, as well as
economic and national security, and is crucial to community resilience, continuity of essential
functions and to promote the security and safety of Mississippi residents even as the nation limits
human interaction and engages in social distancing; and



WHEREAS, there are segments of the workforce that deliver essential service and functions that
are essential to maintaining continuity of operations of critical infrastructure including those
identified in the U.S. Department of Homeland Security, Cybersecurity & Infrastructure Security
Agency (CISA)’s March 19, 2020, “Memorandum on Identification of Essential Critical
Infrastructure Workers During COVID-19 Response;” and

WHEREAS, the U.S. Department of Homeland Security, Cybersecurity & Infrastructure Security
Agency (CISA)’s guidance explains that “response efforts to the COVID-19 pandemic are locally
executed, State managed, and federally supported,” and that to the extent possible, “jurisdictions
should align access and movement control policies related to critical infrastructure workers to
lower the burden on workers crossing jurisdictional boundaries:”

NOW, THEREFORE, I, Tate Reeves, Governor of the State of Mississippi, by the authority
vested in me by the Constitution and laws of the State of Mississippi, do hereby order and direct
as follows:

1. That, in response to the COVID-19 emergency and in accordance with the Guidelines from
the President, the CDC, and the Mississippi State Department of Health and pursuant to
Miss. Code. Ann. § 33-15-11(c)(4):

a. From the date of this Executive Order until April 17, 2020, Mississippi residents
shall avoid social and other non-essential gatherings in groups of more than 10
people where the gatherings in a single space at the same time where individuals
are in close proximity to each other. This does not apply to normal operations of
locations like airports, medical and healthcare facilities, retail shopping including
grocery and department stores, offices, factories and other manufacturing facilities
or any Essential Business or Operation as determined by and identified below.

b. From the date of this Executive Order until April 17, 2020, restaurants, bars, or
other dining establishments shall suspend dine-in services unless able to reduce
capacity to allow no more than 10 people to be gathered in a single space at the
same time where individuals are in seated or otherwise in close proximity to each
other. However, the use of drive-thru, carryout, or delivery options is allowed and

highly encouraged.

c. From the date of this Executive Order until April 17, 2020, persons shall not visit
hospitals, nursing homes and retirement or long-term care facilities unless to
provide critical assistance, to visit residents receiving imminent end-of-life care, or
as otherwise directed by the healthcare facility, provided in the professional opinion
of the supervising physician or other supervising healthcare professional at such
facility that such visits can be accomplished without unreasonable risk to staff or
other residents of such facilities. In lieu of in-person visits, electronic visits are
encouraged.

2. Consistent with Executive Order No. 1458 providing that essential employees of
governmental entities should work from home to the extent feasible in order to minimize
the interaction and risk of possible transmission of COVID-19 between employees, it is
also recommended and encouraged that all Mississippi businesses and non-profit entities
likewise utilize, to the maximum extent possible, work from home or other telework
procedures.

3. That, in response to the COVID-19 emergency, to promote and secure the safety and
protection of Mississippi residents, and in consideration of the orders, rules, requests and
other actions of federal authorities, it is vital to maintaining continuity of operations of
critical infrastructure that Essential Businesses or Operations providing essential services
or functions remain open, operational and continue to provide uninterrupted essential
services and functions during this COVID-19 State of Emergency. Accordingly:

a. Pursuant to Miss. Code. Ann. § 33-15-11(c)(4) and § 33-15-31 any Essential
Business or Operation providing essential services or functions may operate at such
level as necessary to provide such essential services or functions and shall not be
subject to any 10 person gathering limitation or any other limitation or restriction
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inconsistent with this Executive Order but shall take all reasonable measures to
ensure compliance with the CDC and the Mississippi Department of Health
recommendations and guidance to prevent the spread of COVID-19, including, but
not limited to, social distancing, sending sick employees home and actively
encouraging sick employees to stay home, separating and sending home employees
who appear to have respiratory illness symptoms.

. Pursuant to Miss. Code. Ann. § 33-15-31(a), § 33-15-31(b), § 33-15-11(c)(1) &
§ 33-15-11(c)(4) any order, rule, regulation or action by any governing body,
agency or political subdivision of the state that imposes any additional freedom of
movement or social distancing limitations on Essential Business or Operation,
restricts scope of services or hours of operation of any Essential Business or
Operation, or which will or might in any way conflict with or impede the purpose
of this Executive Order is suspended and unenforceable during this COVID-19
State of Emergency. However, nothing in this Executive Order shall in any way
alter or modify the authority of the Mississippi Emergency Management Agency,
the Mississippi Department of Public Safety or of the State Department of Health
and the State Health Officer.

. For purposes of this Executive Order, the phrase “Essential Business or Operation”
means:

e Essential Government functions including public safety and first
responders, law enforcement, fire prevention and response, courts and court
personnel, military, emergency management personnel, corrections,
probation and parole, child protection, child welfare, EMTs, 911 call center
employees, all workers and vendors that support law enforcement and
emergency management operations and services;

Essential healthcare operations including hospitals/clinics, research and
laboratory operations, nursing homes, residential health care facilities,
congregate care facilities, assisted living facilities, elder care, medical
wholesale and distribution, home health workers and aides, medical supply
and equipment manufacturers and providers, medical waste disposal,
hazardous waste disposal, other ancillary healthcare services;

Essential infrastructure including utilities including power generation,
nuclear facilities, utility poles and components, fuel and transmission,
petroleum producers, suppliers and distributors, supply chain companies,
telecommunications, electronic security and life safety services, wireless
communication, communications sales and customer support,
telecommunication and data centers, cybersecurity operations, flood
control, operation of dams, aviation, airports, ports, roads and highways,
mass transit, automotive sales and repair, vehicle rental services, taxi and
network providers (such as Uber and Lyft), freight and passenger rail,
pipelines, transportation infrastructure, public water and waste water,
hazardous waste disposal, hotels and commercial lodging services;

e Manufacturing including food processing and production, pharmaceuticals,
food additives, medical equipment, medical devices and supplies,
technology, biotechnology, chemical products, telecommunications
products, automotive production and suppliers, healthcare, energy, steel
and steel products, fuel and petroleum exploration and production,
lubricants, greases and engine oils, mining, national defense, sanitary and
cleaning products, household products, personal care products, products
used by any other Essential Business or Operation;

e Agriculture and farms including food cultivation, livestock, cattle, poultry
and seafood operations, livestock auctions, feedlots, dealers and brokers of
livestock, livestock transporters, farmer’s markets, feed stores, repair of
agricultural equipment, gas, diesel and petroleum suppliers, aquaculture,
horticulture, chemicals including pesticides, herbicides and fertilizer,
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producers and distributors, forest products businesses, including those
involved in forestry operations, logging, manufacture of lumber and paper
products, meat processing facilities, rendering facilities and transporters,
feed processing facilities, veterinary services;

Essential retail including all supermarkets, food and beverage stores, food
providers, convenience stores, pharmacies, hardware and building
materials, gas stations, restaurants or bars (but only to the extent that (1) not
more than 10 people are gathered in such restaurants or bars in a single
space at the same time where individuals are in seated or otherwise in close
proximity to each other or (2) for curb side pick-up, carryout or delivery);

Essential services including trash collection, mail and shipping services,
home repair, automotive sales and repair, warechouse, distribution and
fulfillment centers, laundromats/laundry service;

Media including newspapers, digital news sites, television, radio and other
media services;

Education including educators supporting public and private K-12 schools,
colleges and universities, educational institutions, for purposes of
facilitating distance learning, performing critical research or other essential
functions including public schools preparing and transporting free and
reduced meals to eligible students within their respective districts (this
Executive Order is consistent with and does not amend or supersede
Executive Order No. 1460 regarding public schools);

Financial services including banks and related financial institutions,
insurance, payroll, accounting, processing financial transactions, services
related to financial markets;

Professional services including legal services, accounting services,
insurance services, real estate services (including appraisal and title
services);

Providers of basic necessities to economically disadvantaged populations
including businesses, religious and secular non-profit organizations, food
banks, foster care, homeless shelters and congregate care facilities;

Construction and construction related services including building and
construction, lumber, building materials and hardware, electricians,
plumbers, exterminators, cleaning and janitorial, HVACR and water
heating industry, painting, moving and relocating services, other skilled
trades, and other related construction firms and professionals for
maintaining essential infrastructure;

Essential services necessary to maintain the safety, sanitation and essential
operations of residences and essential businesses and essential business
operations, including law enforcement, fire prevention and response,
firearm and ammunition manufacturers and retailers, building code
enforcement, security, emergency management and response, building
cleaning including disinfection, automotive sales and repair, mortuaries and
cemeteries;

Defense Industrial Base including employers and personnel who support the
essential products and services required to meet national security
commitments to the Federal Government and the U. S. Military, including
personnel working for companies and their subcontractors, who perform
under contract to the Department of Defense providing materials and
services to the Department of Defense and government-owned/contractor-
operated and government-owned/government-operated facilities.



* Vendors that provide essential services or products, including logistics and
technology support, child care programs and services, medical waste
disposal, hazardous waste disposal, services needed to ensure the
continuing operation of Essential Business or Operation, operation of
government agencies, and to provide for the health, safety and welfare of
the public;

* Religious entities including religious and faith-based facilities, entities and
groups, religious gatherings provided that they adhere to the CDC and the
Mississippi Department of Health recommendations and guidance to
prevent the spread of COVID-19;

e Categories of workers and related industries identified by the U.S.
Department of Homeland Security, Cybersecurity & Infrastructure Security
Agency (CISA) in its “Memorandum on Identification of Essential Critical
Infrastructure Workers During COVID-19 Response™
https://www.cisa.gov/identifvi itical-i -duri i
it may be amended,

e Other categories as may be identified and deemed essential by the
Mississippi Department of Health, the Mississippi Emergency Management
Agency and/or other appropriate agency of the State of Mississippi.

4. That all departments, commissions, agencies, institutions, and boards of the State of
Mississippi, political subdivisions thereof, counties, municipalities and school districts are
authorized and directed to cooperate in actions and measures taken in response to COVID-
19 during the State of Emergency.

IN TESTIMONY WHEREOF, 1 have
hereunto set my hand and caused the Great
Seal of the State of Mississippi to be affixed.

DONE in the City of Jackson, on the 24th day
of March, in the year of our Lord, two
thousand and twenty, and of the
Independence of the United States of
Amerjca, the two hundred and forty-fourth.

A

ATE REEVES
GOVERNOR

BY THE GOVERNOR

ot l//a'(‘ﬁ\

MICHAEL WATSON
SECRETARY OF STATE
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SUPPLEMENT TO EXECUTIVE ORDER NO. 1463

WHEREAS, on March 14, 2020, pursuant to the Constitution of the State of Mississippi and Miss.
Code Ann. § 33-15-11(b)(17), I issued a Proclamation declaring that a State of Emergency exists
in the State of Mississippi as a result of the outbreak of COVID-19; and

WHEREAS, on March 23, 2020, Executive Order No. 1463 was issued to, among other things,
establish statewide continuity of operations of critical infrastructure and ensure that Essential
Businesses or Operations providing essential services or functions remain open, operational and
continue to provide uninterrupted essential services and functions during this COVID-19 State of
Emergency; and

WHEREAS, prior to the issuance of Executive Order No. 1463, various political subdivisions of
the State of Mississippi, pursuant to authority afforded them under various state emergency
management laws and other statutory powers, had issued orders, rules, regulations, or resolutions
and took actions in response to the national emergency associated with COVID-19 and the
Governor’s State of Emergency Proclamation as a means of local effort to prevent the spread of
this disease; and

WHEREAS, as this supplement is issued for clarity and in promotion of the recognized need for
consistency and uniformity, the orders, rules, regulations, resolutions, and actions in response to
the national emergency associated with COVID-19 taken by political subdivisions prior to
issuance of Executive Order No. 1463, as well as subsequent thereto, may continue to be in effect
and shall not be suspended or unenforceable, so long as they provide the minimum applicable
restrictions set out in Executive Order No. 1463 and do not impose restrictions that prevent any
Essential Business or Operation as identified in Executive Order No. 1463 from operating at such
level necessary to provide essential services and functions during this COVID-19 State of
Emergency; and

WHEREAS, as an example and for further clarification, orders, rules, regulations, resolutions,
and actions of political subdivisions that temporarily suspend all dine-in services and operations
of restaurants, bars, and other dining establishments but permit drive-thru, curbside, carryout,
and/or delivery service, and which were effective prior to issuance of Executive Order No. 1463,
did not prevent any Essential Business or Operation from operating at such level necessary to
provide essential services and functions during this COVID-19 State of Emergency, were
determined to be in the best interests of these political subdivisions, and are herein deemed to be
consistent with Executive Order No. 1463:

NOW, THEREFORE, I, Tate Reeves, Governor of the State of Mississippi, by the authority
vested in me by the Constitution and laws of the State of Mississippi, do hereby order and direct
as follows:

1. The intent and purpose of this Supplement to Executive Order No. 1463 is to provide
clarity and to avoid and prevent inconsistencies toward the objective of emergency
management in this State in response to the COVID-19 emergency, especially when
local actions have occurred in conjunction with such emergency management that are
not inconsistent with the overall plan and needs of the State.

2. That, in accordance with Miss. Code Ann. § 33-15-11(b)(1) and (b)(5) and Miss. Code
Ann. § 33-15-11(c)(4), Executive Order No. 1463 shall be clarified and amended to
read and understood to hold that no governing body, agency, or political subdivision of
the State shall adopt any measures that are less restrictive than the provisions of



Executive Order No. 1463 and the orders, rules, regulations, resolutions, and actions
taken by political subdivisions of the State prior to issuance of Executive Order No.
1463 on March 23, 2020, as well as subsequent thereto, may continue to be in effect
and shall not be suspended or unenforceable, so long as the same provide the minimum
applicable restrictions set out in Executive Order No. 1463 and do not impose
restrictions that prevent any Essential Business or Operation as identified in Executive
Order No. 1463 from operating at such level necessary to provide essential services
and functions during this COVID-19 State of Emergency.

IN TESTIMONY WHEREOF, I have
hereunto set my hand and caused the Great
Seal of the State of Mississippi to be affixed.

DONE in the City of Jackson, on the 26th day
of March, in the year of our Lord, two
thousand and twenty, and of the
Independgnce of the United States of
Amgficafthe two hundred and forty-fourth.

BY GOVERNOR

ot Wit

MICHAEL WATSON
SECRETARY OF STATE



U.S. Department of Homeland Security
Cybersecurity & Infrastructure Security Agency
Office of the Director

Washington, DC 20528

CYBER+INFRASTRUCTURE

March 28, 2020

ADVISORY MEMORANDUM ON IDENTIFICATION OF ESSENTIAL CRITICAL
INFRASTRUCTURE WORKERS DURING COVID-19 RESPONSE

FROM: Christopher C. Krebs o e GRBEE R T

f Ff/ { |

Director Bl { e
Cybersecurity and Infrastructure Securrty Agency (CISA)

As the Nation comes together to slow the spread of COVID-19, on March 16 the
President issued updated Coronavirus Guidance for America that highlighted the
importance of the critical infrastructure workforce.

The Cybersecurity and Infrastructure Security Agency (CISA) executes the Secretary of
Homeland Security’s authorities to secure critical infrastructure. Consistent with these
authorities, CISA has developed, in collaboration with other federal agencies, State and
local governments, and the private sector, an “Essential Critical Infrastructure Workforce”
advisory list. This listis intended to help State, local, tribal and territorial officials as they work to
protect their communities, while ensuring continuity of functions critical to public health
and safety, as well as economic and national security. Decisions informed by this list
should also take into consideration additional public health considerations based on the
specific COVID-19-related concerns of particular jurisdictions.

This list is advisory in nature. Itis not, nor should it be considered, a federal directive
or standard. Additionally, this advisory list is not intended to be the exclusive list of
critical infrastructure sectors, workers, and functions that should continue during
the COVID-19 response across all jurisdictions. Individual jurisdictions should add
or subtract essential workforce categories based on their own requirements and
discretion.

The advisorylist identifies workers who conduct a range of operations and services that are
typically essential to continued critical infrastructure viability, including staffing
operations centers, maintaining and repairing critical infrastructure, operating call centers,
working construction, and performing operational functions, among others. It also
includes workers who support crucial supply chains and enable functions for critical
infrastructure. The industries they support represent, but are not limited to, medical and
healthcare, telecommunications, information technology systems, defense, food and
agriculture, transportation and logistics, energy, water and wastewater, law enforcement,
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and public works.

State, local, tribal, and territorial governments are responsible for implementing and
executing response activities, including decisions about access and reentry, in their
communities, while the Federal Government is in a supporting role. Officials should use
their own judgment in issuing implementation directives and guidance. Similarly, while
adhering to relevant public health guidance, critical infrastructure owners and operators
are expected to use their own judgement on issues of the prioritization of business
processes and workforce allocation to best ensure continuity of the essential goods and
services they support. All decisions should appropriately balance public safety, the health
and safety of the workforce, and the continued delivery of essential critical infrastructure
services and functions. While this advisory list is meant to help public officials and
employers identify essential work functions, it allows for the reality that some workers
engaged in activity determined to be essential may be unable to perform those functions
because of health-related concerns.

CISA will continue to work with our partners in the critical infrastructure community to
update this advisory list if necessary as the Nation’s response to COVID-19 evolves.

Should you have questions about this list, please contact CISA at CISA.CAT@cisa.dhs.gov.

Attachment: “Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community
and National Resilience in COVID-19 Response Version 2.0”
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CYBER+INFRASTRUCTURE

DEFEND TODAY, SECURE TOMORROW

Guidance on the Essential Critical Infrastructure Workforce:
Ensuring Community and National Resilience in COVID-19
Response

Version 2.0 (March 28, 2020)

THE IMPORTANCE OF ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS

Functioning critical infrastructure is imperative during the response to the COVID-19 emergency for both public health
and safety as well as community well-being. Certain critical infrastructure industries have a special responsibility in these
times to continue operations.

This advisory guidance and accompanying list are intended to support state, local, tribal, territorial and industry partners
in identifying the critical infrastructure sectors and the essential workers needed to maintain the services and functions
Americans depend on daily and that need to be able to operate resiliently during the COVID-19 pandemic response.

This document gives advisory guidance on defining essential critical infrastructure workers. Promoting the ability of such
workers to continue to work during periods of community restriction, access management, social distancing, or closure
orders/directives is crucial to community resilience and continuity of essential functions.

CISA will continually solicit and accept feedback on the list and will evolve the list in response to stakeholder feedback.
We will also use our various stakeholder engagement mechanisms to work with partners on how they are using this list
and share those lessons learned and best practices broadly. Feedback can be sent to CISA.CAT@CISA.DHS.GOV.

CONSIDERATIONS FOR GOVERNMENT AND BUSINESS

This list was developed in consultation with federal agency partners, industry experts, and State and local officials, and
is based on several key principles:

1. Response efforts to the COVID-19 pandemic are locally executed, state managed, and federally supported.

2. Everyone should follow guidance from the CDC, as well as State and local government officials, regarding
strategies to limit disease spread.

3. Workers should be encouraged to work remotely when possible and focus on core business activities. In-
person, non-mandatory activities should be delayed until the resumption of normal operations.

4. When continuous remote work is not possible, businesses should enlist strategies to reduce the likelihood of
spreading the disease. This includes, but is not necessarily limited to, separating staff by off-setting shift hours
or days and/or social distancing. These steps can preserve the workforce and allow operations to continue.

5. All organizations should implement their business continuity and pandemic plans or put plans in place if they
do not exist. Delaying implementation is not advised and puts at risk the viability of the business and the

CONNECT WITH US Linkedin.com/company/cybersecurity-
www.cisa.gov

and-infrastructure-security-agency

For more information, @CISAgov | @cyber | @uscert_gov

email CISA.CAT@cisa.dhs.gov Facebook.com/CISA

i

AN\

P’ I\

AN



mailto:CISA.CAT@cisa.dhs.gov
mailto:CISA.CAT@cisa.dhs.gov
mailto:CISA.CAT@CISA.DHS.GOV
mailto:CISA.CAT@CISA.DHS.GOV
http://www.cisa.gov/
http://www.cisa.gov/
bowen
Highlight

bowen
Highlight

bowen
Highlight

bowen
Highlight


Essential Critical Infrastructure Workforce

chemical manufacturing, or use in electricitygeneration.

e Dispatch and control rooms and emergency response and customer emergencies, including propane
leak calls.

e Propane gas service maintenance and restoration, including call centers.
e Propane, natural gas liquids, and other liquid fuel distribution centers.
e Propane gas storage, transmission, and distribution centers.

e  Supporting new and existing construction projects, including, but not limited to, pipeline construction.
e Ethanol and biofuel production, refining, and distribution.

e Workers in fuel sectors (including, but not limited to nuclear, coal, and gas types and liquid fuels)
supporting the mining, manufacturing, logistics, transportation, permitting, operation/maintenance, and
monitoring of support for resources.

WATER AND WASTEWATER

Employees needed to operate and maintain drinking water and wastewater/drainage infrastructure, including:
e QOperational staff at waterauthorities.

e Operational staff at community watersystems.
e Operational staff at wastewater treatment facilities.

o  Workers repairing water and wastewater conveyances and performing required sampling or monitoring,
including field staff.

e Operational staff for water distribution and testing.

e Operational staff at wastewater collection facilities.

e Operational staff and technical support for SCADA Control systems.

e Chemical and equipment suppliers to water and wastewater systems and personnel protection.

o  Workers who maintain digital systems infrastructure supporting water and wastewater operations.

TRANSPORTATION AND LOGISTICS

o Employees supporting or enabling transportation functions, including truck drivers, bus drivers, dispatchers,
maintenance and repair technicians, warehouse workers, truck stop and rest area workers, Department of
Motor Vehicle (DMV) employees, towing/recovery services, roadside assistance workers, intermodal
transportation personnel, and workers who maintain and inspect infrastructure (including those that require
cross-jurisdiction travel).

o  Workers supporting the distribution of food, pharmaceuticals (including materials used in radioactive drugs) and
other medical materials, fuels, chemicals needed for water or water treatment and energy Maintenance and
operation of essential highway infrastructure, including roads, bridges, and tunnels (e.g., traffic operations
centers and moveable bridge operators).

e Employees of firms providing services, supplies, and equipment that enable warehouse and operations, including
cooling, storing, packaging, and distributing products for wholesale or retail sale or use. Includes cold- and
frozen-chain logistics for food and critical biologic products.

e Mass transit workers and providing critical transit services and/or performing critical or routine maintenance to
mass transit infrastructure or equipment.

e Employees supporting personal and commercial transportation services - including taxis, delivery services,
vehicle rental services, bicycle maintenance and car-sharing services, and transportation network providers.

o  Workers responsible for operating and dispatching passenger, commuter and freight trains and maintaining rail
infrastructure and equipment.

e  Maritime transportation workers, including dredgers, port workers, mariners, ship crewmembers, ship pilots and
tug boat operators, equipment operators (to include maintenance and repair, and maritime-specific medical
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Essential Critical Infrastructure Workforce

providers), ship supply, chandler, and repair companies.

Workers including truck drivers, railroad employees and contractors, maintenance crew, and cleaners
supporting transportation of chemicals, hazardous, medical, and waste materials to support critical infrastructure,
capabilities, functions, and services, including specialized carriers, crane and rigging industryworkers.

Bus drivers and workers who provide or support intercity, commuter and charter bus service in support of other
essential services or functions.

Automotive repair, maintenance, and transportation equipment manufacturing and distribution facilities
(including those who repair and maintain electric vehicle charging stations).

Transportation safety inspectors, including hazardous material inspectors and accident investigator inspectors.

Manufacturers and distributors (to include service centers and related operations) of packaging materials,
pallets, crates, containers, and other supplies needed to support manufacturing, packaging staging and
distributionoperations.

Postal, parcel, courier, last-mile delivery, and shipping and related workers, to include privatecompanies.

Employees who repair and maintain vehicles, aircraft, rail equipment, marine vessels, bicycles, and the
equipmentand infrastructure that enables operations that encompass movement of cargo and passengers.

Air transportation employees, including air traffic controllers and maintenance personnel, ramp workers, aviation
and aerospace safety, security, and operations personnel and accident investigations.

Workers who support the operation, distribution, maintenance, and sanitation, of air transportation for cargo and
passengers, including flight crews, maintenance, airport operations, those responsible for cleaning and
disinfection, and other on- and off- airport facilitiesworkers.

Workers supporting transportation via inland waterways such as barge crew, dredging, river port workers for
essential goods.

Workers critical to rental and leasing of vehicles and equipment that facilitate continuity of operations for
essential workforces and other essential travel.

Warehouse operators, including vendors and support personnel critical for business continuity (including HVAC &
electrical engineers; security personnel; and janitorial staff) and customer service for essential functions.

PUBLIC WORKS AND INFRASTRUCTURE SUPPORT SERVICES

Workers who support the operation, inspection, and maintenance of essential public works facilities and
operations, including bridges, water and sewer main breaks, fleet maintenance personnel, construction of
critical or strategic infrastructure, traffic signal maintenance, emergency location services for buried utilities,
maintenance of digital systems infrastructure supporting public works operations, and other emergent issues.

Workers such as plumbers, electricians, exterminators, builders, contractors, HVAC Technicians, landscapers,
and other service providers who provide services that are necessary to maintaining the safety, sanitation, and
essential operation of residences, businesses and buildings such as hospitals, senior living facilities, any
temporary construction required to support COVID-19 response.

Workers who support, such as road and line clearing, to ensure the availability of and access to needed facilities,
transportation, energy and communications.

Support to ensure the effective removal, storage, and disposal of residential and commercial solid waste and
hazardous waste, including landfilloperations.

Workers who support the operation, inspection, and maintenance of essential dams, locks and levees.

Workers who support the inspection and maintenance of aids to navigation, and other government provided
services that ensure continued maritime commerce.
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